
PASSWORDS

Password: “password”



The top 10 most common passwords:

• 123456.

• 123456789.

• qwerty.

• password.

• 111111.

• 12345678.

• abc123.

• 1234567.



What level of protection?

• Financial information (e.g. bank accounts)

• Device access (e.g. computer, smartphone)

• System access (e.g. WiFi)

• Identity information (risk of theft/fraud)

• Online shopping

• Subscription services

• Others?



Password considerations

• Complexity

Number and type of characters

• Re-use

Same password in multiple systems?

• Memory aids / hints

Write them in a notebook?

• Change them frequently?

• Provision for death or incapacity



Password tricks

• Initial letters of a memorable phrase

• Substitute figures for letters

• Insert special characters (if allowed)

• Depend on system features

e.g. multi-factor authentication

lock-out after three wrong attempts

forgotten password procedure

• Read Wikipedia on “Passwords”



Password managers



Password managers

Keeper Bitwarden Dashlane Enpass

Intuitive 
Password

Kaspersky 
Password 
Manager

LastPass 1Password

Myki Norton 
Password 
Manager

Pass Pleasant 
Password 
Server

Avoid: KeePass



Which? Recommends …



Should I pay for a password manager?



Premium password managers



Audience participation

Questions

Password experience

Recommended managers


